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This systematic review examines the most significant cybersecurity
vulnerabilities, employing the PRISMA methodology to analyze findings
from a comprehensive selection of 150 recent research articles. The
study identifies and explores key vulnerabilities, including phishing,
compromised credentials, poor encryption, misconfigurations,
malicious insiders, ransomware, and exploited trust relationships. The
findings highlight the persistent prevalence of phishing and
compromised credentials, driven by evolving attacker tactics and the
increasing complexity of remote work environments. Technical
vulnerabilities such as inadequate encryption and misconfigurations
remain critical issues, emphasizing the need for stringent security
protocols and continuous monitoring. Malicious insiders continue to
pose substantial risks, necessitating robust access controls and
comprehensive employee education. The review also underscores the
growing sophistication of ransomware attacks, particularly those
employing double extortion tactics, and the significant threat posed by
compromised trust relationships between organizations. The study
concludes that a holistic approach, integrating advanced technical
defenses with human-centric strategies, is essential for enhancing
cybersecurity resilience and protecting sensitive information in an ever-
evolving digital landscape.
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1 INTRODUCTION

In today's digital landscape, cybersecurity has become a
paramount concern for organizations spanning various
industries (Yaacoub et al., 2021). The exponential
technological growth has undoubtedly offered
substantial advantages, streamlining operations and
enhancing productivity. However, this technological
proliferation has simultaneously unveiled a plethora of
vulnerabilities, providing opportunities for malicious
actors to exploit these weaknesses (Younes, 2016). As
cyber threats evolve in complexity and frequency, it
becomes imperative for organizations to identify and
understand the nature of these vulnerabilities to
safeguard their information assets effectively (Tripathi
& Hubballi, 2018). Furthermore, one of the most
prevalent cybersecurity vulnerabilities is software bugs.
These bugs, often resulting from coding errors, can
create significant security gaps that attackers can
exploit. EISawy et al. (2013) highlight that even minor
software bugs can lead to significant security breaches
if not promptly identified and rectified. Software bugs
are a testament to the challenges faced in software
development, where the pressure to deliver new features
quickly can sometimes overshadow the importance of
rigorous testing and quality assurance (Sivathanu et al.,
2005; Younus et al., 2024). Software developers and
companies continuously strive to find and fix these bugs
through various testing methods, yet the sheer
complexity of modern software often means that some
bugs remain undiscovered until they are exploited. The
consequences of such exploits can be severe, ranging
from data breaches to system shutdowns, highlighting
the critical need for improved coding practices and
comprehensive testing protocols (Lun et al., 2019).

Weak passwords constitute another significant
vulnerability in cybersecurity. Despite widespread
awareness campaigns and the availability of advanced
authentication technologies, many users continue to
choose easily guessable passwords or reuse the same
passwords across multiple platforms (Pan et al., 2011;
Younus et al., 2024). Studies indicate that weak
passwords are a primary vector for unauthorized access,
enabling attackers to compromise systems relatively
easily. This ongoing issue points to a broader problem

of user behavior and the difficulty in changing it (Amin
et al., 2024; Enoch et al., 2018). Users often prioritize
convenience over security, opting for simple passwords
that are easy to remember rather than secure ones that
are hard to crack. Organizations have tried to combat
this by enforcing more robust password policies,
implementing  multi-factor ~ authentication, and
educating users about the risks of weak passwords.
However, the persistence of this vulnerability suggests
that more innovative solutions are needed to address the
human factor in cybersecurity (Ramaki et al., 2018).
Misconfigurations, particularly in cloud environments,
pose severe risks to cybersecurity. As organizations
increasingly migrate to cloud services, the potential for
misconfigurations has escalated, leading to unintended
data exposures and breaches (Conti et al., 2016). These
misconfigurations often stem from a lack of
understanding of cloud security settings or the reliance
on default configurations, which may not be secure
(Hossen et al., 2024; Ramaki et al., 2018). Research has
shown that many data breaches in recent years can be
attributed to  misconfigured cloud resources,
highlighting the critical need for meticulous
configuration management and continuous monitoring.
The complexity of cloud environments and the speed at
which they can be deployed means that even
experienced IT professionals can make mistakes.
Additionally, the dynamic nature of cloud services,
where configurations can change frequently, makes it
challenging to maintain a secure setup (Rahim et al.,
2015). This calls for robust tools and practices that can
help automate and verify secure configurations,
reducing the likelihood of human error (Schumacher et
al., 1999).

Social engineering attacks, which exploit human
psychology to deceive individuals into divulging
confidential information or perform actions that
compromise security, represent another cybersecurity
vulnerability. These attacks, including phishing,
pretexting, and baiting, have become increasingly
sophisticated, making them more challenging to detect
and prevent (Alashhab et al., 2022). The success of
social engineering attacks is mainly due to their ability
to bypass technical defenses by targeting the human
element, which is often considered the weakest link in
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cybersecurity (Enoch et al., 2018). Educating users
about the tactics employed in social engineering and
promoting a culture of vigilance are essential strategies
to counter these threats. Social engineering exploits
individuals' inherent trust and curiosity, often using
urgent or enticing messages to prompt immediate action.

This manipulation can lead to significant security
breaches, as users inadvertently provide sensitive
information or access to systems. As these tactics
evolve, continuous education and awareness programs
are necessary to keep users informed about the latest
threats and how to recognize them (Rahim et al., 2015).

Figure 1: Eight common Cyber Attacks (Balbix, 2024)
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2 LITERATURE REVIEW

Cybersecurity is critical in today's digital age, impacting
organizations across various sectors. Understanding and
addressing cybersecurity  vulnerabilities—such as
compromised credentials, weak and stolen credentials,
malicious insiders, poor encryption, misconfigurations,
ransomware, phishing, and trust relationships—is
essential for safeguarding information assets. This
literature review explores these vulnerabilities,
emphasizing their prevalence, impact, and the necessity
of robust security measures to mitigate potential threats.

2.1  Compromised Credentials

Compromised credentials refer to instances where user
credentials, such as usernames and passwords, are
exposed to unauthorized entities. This exposure often
occurs due to breaches in security systems, phishing
attacks, or the theft of data from insecure databases
(Gupta et al., 2014; Md Mahfuzur et al., 2024). When
credentials are compromised, attackers can gain
unauthorized access to sensitive systems and data,
leading to significant security breaches. Understanding
the typical scenarios and methods by which credentials
are compromised is crucial for developing effective

mitigation strategies. One of the primary scenarios in
which credentials are exposed is through data breaches.
Data breaches often result in the theft of large volumes
of credentials, which are sold on the dark web. Equifax,
for instance, experienced a significant breach in 2017
where the personal information of 147 million people
was exposed due to a vulnerability in a web application
(Rauf et al., 2024; Ruan et al., 2016). This breach
allowed attackers to access sensitive data, including
usernames, passwords, and financial information. The
consequences were severe, leading to widespread
unauthorized access to user accounts and significant
financial losses for individuals and the company.

Another common scenario involves malware infections
that capture login information. Attackers deploy
malware to steal credentials by logging keystrokes or
capturing screen data. This method is particularly
effective when users enter their credentials on
compromised devices. In 2013, Yahoo suffered a
massive breach where all 3 billion user accounts were
compromised. Attackers exploited weaknesses in
Yahoo’s security infrastructure to deploy malware and
steal credentials (Joy, Rahman, et al., 2024; Xue et al.,
2010). This breach led to the theft of vast amounts of
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user data and caused significant reputational damage to
Yahoo, highlighting the critical need for robust malware
defenses. The impact of compromised credentials on
organizational security can be profound. Unauthorized
access to sensitive information can lead to data
breaches, financial loss, and significant reputational
damage. For organizations, compromised credentials
often result in unauthorized access to critical systems
and databases, facilitating further attacks and data
exfiltration. emphasize that the financial impact of such
breaches can be substantial, involving costs related to
incident response, legal fees, and regulatory fines.
Moreover, the loss of customer trust and damage to the
organization's  reputation can have long-term
detrimental effects on business operations.
Organizations must implement a multifaceted approach
that includes both technical and human-centric
strategies to protect credentials from being
compromised. One effective measure is the
implementation of multi-factor authentication (MFA),
which adds layer of security beyond just passwords (Joy
et al., 2024; Zhang et al., 2010). MFA requires users to
provide two or more verification factors, such as a
password and a one-time code sent to their mobile
device, making it significantly harder for attackers to
gain access using stolen credentials. Regularly updating
and patching systems to fix vulnerabilities is another
critical strategy. Many breaches occur because
organizations fail to apply security patches promptly.
Conducting security awareness training for employees
is also essential, as it helps them recognize phishing
attempts and other social engineering tactics that could
lead to credential theft (Daneshpazhouh & Sami, 2014).
Employees should be trained to use strong, unique
passwords and to avoid sharing credentials across
multiple platforms. Using encryption to protect stored
and transmitted credentials can further enhance security.
Encrypted credentials are much harder for attackers to
decipher, even if they manage to intercept them.
Additionally, organizations should implement advanced
threat detection systems to monitor for unusual login
activity and identify potential breaches early. These
systems use machine learning and behavioral analytics
to detect anomalies that could indicate compromised
credentials.

2.2 Weak and Stolen Credentials

Weak and stolen credentials are significant
cybersecurity  vulnerabilities that can lead to

unauthorized access and data breaches. Weak
credentials typically refer to passwords that are easily
guessable or do not meet complexity requirements,
making them vulnerable to attacks such as brute force or
dictionary attacks (Bursztein et al., 2014). Stolen
credentials, on the other hand, are obtained by attackers
through phishing, keylogging, or data breaches,
allowing attackers to impersonate legitimate users and
gain access to sensitive systems and data. Several
behavioral factors contribute to the creation of weak
passwords. Users often prioritize convenience over
security, opting for simple passwords that are easy to
remember rather than secure ones that are hard to crack.
Common passwords like "123456" or "password" are
still frequently used despite being widely recognized as
insecure (Kigerl, 2017). Additionally, many users reuse
passwords across multiple accounts, significantly
increasing the risk of credential theft. If one account is
compromised, all other accounts using the same
password are also at risk (Yip et al., 2013). Statistical
data underscores the prevalence of breaches due to weak
passwords and credential reuse. For example, a report
by Holt (2013) indicated that over 80% of hacking-
related breaches involve brute force or the use of stolen
credentials. Villalva et al. (2018) found that poor
password practices, including the reuse of passwords,
were a significant factor in many data breaches.

Several high-profile security incidents illustrate the
dangers of weak and stolen credentials. The LinkedIn
breach in 2012 resulted in the theft of millions of user
passwords, many of which were weak and easily
cracked, exposing sensitive user data and leading to
numerous other accounts being compromised due to
password reuse (Villalva et al., 2018). Another example
is the 2019 Collection #1 data breach, where over 773
million unique email addresses and 21 million unique
passwords were exposed, highlighting the massive scale
at which stolen credentials can be distributed and
misused (Przepiorka et al., 2017). To mitigate the risks
associated with weak and stolen credentials, best
practices should be followed, such as creating strong,
unique passwords for each account, including a mix of
letters, numbers, and special characters, and avoiding
common words or patterns. Implementing multi-factor
authentication (MFA) adds layer of security, requiring
users to provide multiple forms of verification before
accessing their accounts (Benjamin et al., 2015).
Regularly updating passwords and avoiding reusing
passwords across different accounts are also essential.
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User education and awareness play a critical role in
enhancing credential security. Organizations should
conduct regular training sessions to educate employees
about the risks of weak passwords and the importance
of maintaining good password hygiene. This training
should cover how to create strong passwords, recognize
phishing attempts, and understand the importance of
MFA (Motoyama et al., 2011). Additionally, using
password managers can help users generate and store
complex passwords securely, reducing the likelihood of
using weak or reused passwords (Holt & Lampke,
2010).

2.3  Malicious Insiders

Malicious insiders are individuals within an
organization who intentionally misuse their access to
harm the organization. These insiders can be employees,
contractors, or business partners with legitimate access
to systems and data but use that access to conduct
unauthorized activities. Malicious insiders typically
exploit their knowledge of the organization’s security
practices and weaknesses, making them particularly
dangerous (Smirnova & Holt, 2017). There are several
types of malicious insiders, including disgruntled
employees, who may seek revenge for perceived wrongs
or job dissatisfaction, and corporate spies, who infiltrate
an organization to steal sensitive information for
competitive advantage (Holt et al., 2016). Another
category includes opportunistic insiders who might
exploit access for financial gain, selling confidential
data or credentials on the dark web (Kigerl, 2017).

The impact of insider threats on cybersecurity can be
profound, often resulting in significant financial loss,
data breaches, and damage to an organization's
reputation. For example, the infamous case of Edward
Snowden, a former NSA contractor, involved leaking
vast amounts of classified information, highlighting
how an insider can cause extensive harm (Bursztein et
al., 2014). Similarly, the 2015 breach at Anthem Inc.,
where a malicious insider accessed and stole the
personal data of 78.8 million individuals, underscores
the devastating potential of insider threats (Przepiorka et
al., 2017). Detecting and mitigating insider threats
requires a multifaceted approach, including robust
access controls, continuous monitoring, and behavioral
analytics to identify unusual activities (Pino, 2005).
Implementing stringent access control measures ensures
that employees only have access to the data necessary
for their roles, reducing the risk of misuse (Holt &

Lampke, 2010). Moreover, monitoring systems that
track user activity can help detect anomalies indicating
insider threats, allowing for timely intervention (Holt,
2013). Educating employees about the importance of
cybersecurity and fostering a culture of transparency
and ethical behavior are also crucial in mitigating insider
threats (Onaolapo et al., 2016).

2.4 Poor Encryption

Poor encryption refers to inadequate or flawed
cryptographic methods that fail to protect sensitive
information from unauthorized access and interception.
This issue often arises from transmitting data in
plaintext, using outdated or weak encryption algorithms,
and improper key management. (Przepiorka et al.,
2017). For example, the use of weak ciphers like the
Data Encryption Standard (DES), which modern
computing power can crack within hours, represents a
significant risk (Banks, 2017). Furthermore, even robust
encryption algorithms can become wvulnerable if
implemented poorly, as seen in scenarios where
encryption keys are mismanaged or stored insecurely.
These flaws can lead to severe data breaches,
highlighting the critical need for robust cryptographic
measures to protect sensitive information (Shamim,
2022).

The impact of poor encryption on data security is
substantial, often resulting in severe breaches with
significant financial and reputational damage to
organizations. The 2017 Equifax breach is a notable
example of poor encryption practices that contributed to
the exposure of the personal information of 147 million
people, including social security numbers and financial
data (Lyu et al., 2022). This incident underscored the
catastrophic consequences of inadequate encryption.
Similarly, the 2013 Adobe breach, which compromised
38 million user accounts due to weak encryption on
password storage, allowed attackers to easily decrypt the
passwords and gain unauthorized access to user
accounts (Banks, 2017). These cases illustrate how
insufficient  encryption  practices can facilitate
unauthorized data access and exploitation. To mitigate
these risks, organizations must follow best practices,
including using advanced encryption standards (AES)
for data at rest and in transit, ensuring proper key
management, and regularly updating cryptographic
methods to counter evolving threats (Lyu et al., 2022).
Additionally, secure communication protocols such as
HTTPS and TLS should be employed to prevent

JIEET Page 46


file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_45
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_25
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_25
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_60
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_26
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_35
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_14
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_14
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_53
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_53
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_51
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_25
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_25
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_24
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_24
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_48
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_53
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_53
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_7
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_42
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_7
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_42

[@her |
Copyright © The Author(s)

Global Mainstream Journal of Innovation, Engineering & Emerging Technology

Doi: 10.62304/jieet.v3i4.193

plaintext transmission of sensitive information
(Humayun, Niazi, Jhanjhi, et al., 2020). Regular audits
of encryption practices and compliance with industry
standards are crucial in maintaining robust data security.

2.5 Misconfiguration

Misconfiguration refers to errors in the configuration of
security settings that leave systems vulnerable to attacks
(da Silva & Schaeffer-Filho, 2019). These errors can
occur in various domains, including network, cloud, and
application configurations. Network misconfigurations
might involve improperly set firewall rules or open ports
that allow unauthorized access (Kim et al., 2023). Cloud
misconfigurations, such as improperly set access
controls or unsecured storage buckets, can expose
sensitive data to the public internet (Kasuluru et al.,
2023). Application misconfigurations often involve
incorrect settings in software applications that could
lead to security vulnerabilities, such as default
passwords or debug mode enabled in production
environments (Liyanage et al., 2023). Each type of
misconfiguration poses significant risks, potentially
leading to data breaches, service disruptions, and
financial losses.

The impact of misconfigurations on cybersecurity is
profound, as demonstrated by several high-profile
breaches. For instance, the 2019 Capital One breach,
which exposed the personal information of over 100
million customers, was primarily due to a misconfigured
web application firewall in their cloud infrastructure (Li
et al., 2018). Similarly, the 2018 breach at Facebook,
which affected 50 million accounts, was linked to
misconfigured user permissions that allowed attackers
to exploit user tokens (Mekki et al., 2022). These
examples underscore the critical need for robust
configuration management practices. Strategies for
preventing and detecting misconfigurations include
implementing  comprehensive  security  audits,
continuous monitoring, and automated configuration
management tools. Tools such as AWS Config for cloud
environments and network configuration management
tools like SolarWinds help in maintaining proper
configurations and quickly identifying any deviations
(Boutiba et al., 2023). Additionally, frameworks like the
CIS (Center for Internet Security) Controls can provide
a structured approach to secure configuration
management (D'Oro et al., 2022). Regular training and
awareness programs for IT staff are also essential to

ensure they understand and follow best practices for
configuration management.

2.6 Ransomware

Ransomware is a type of malicious software designed to
block access to a computer system or data until a ransom
is paid (Javaheri et al., 2018). This malware typically
encrypts the victim's files, rendering them inaccessible,
and then demands payment for the decryption key.
Standard methods of ransomware attacks include
phishing emails with malicious attachments or links,
exploit Kits that take advantage of vulnerabilities in
software, and remote desktop protocol (RDP) brute-
force attacks (Al-rimy et al., 2018). Attackers often use
sophisticated social engineering tactics to trick users
into downloading the malware, while exploit Kits
automatically deliver ransomware when users visit
compromised websites. RDP brute force attacks involve
guessing login credentials to gain unauthorized access
to systems, after which ransomware is deployed
(Javaheri et al., 2018).

The impact of ransomware on organizations can be
devastating, leading to significant financial losses,
operational disruptions, and reputational damage. For
example, the WannaCry ransomware attack in 2017
affected over 200,000 computers across 150 countries,
causing widespread disruption in sectors including
healthcare, where the UK's National Health Service
(NHS) experienced severe operational impacts (Javaheri
et al., 2018). Another notable incident is the 2019 attack
on the city of Baltimore, which crippled municipal
services and resulted in over $18 million in recovery
costs (Humayun, Niazi, Zaman, et al., 2020). To prevent
and mitigate ransomware attacks, organizations should
implement robust cybersecurity measures, such as
regularly updating and patching systems, employing
advanced email filtering, and using endpoint protection
solutions (Al Mazari et al., 2016). Maintaining up-to-
date backups and having a well-defined incident
response plan are also critical strategies. Backups should
be stored offline to prevent them from being encrypted
by ransomware, and regular testing of backup
restoration processes ensures data can be quickly
recovered (Brar & Kumar, 2018). Incident response
planning involves preparing for potential ransomware
attacks by establishing protocols for detection,
containment, eradication, and recovery, ensuring a swift
and effective response to minimize damage (Erpek etal.,
2019).

JIEET Page 47


https://doi.org/10.62304/jieet.v3i4.193
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_28
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_17
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_36
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_34
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_34
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_40
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_38
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_38
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_44
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_12
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_16
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_30
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_1
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_30
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_30
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_30
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_29
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_2
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_13
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_22
file:///C:/Users/LENOVO/Desktop/Ongoing/New%20folder/Manuscript.docx%23_ENREF_22

[@her |
Copyright © The Author(s)

Global Mainstream Journal of Innovation, Engineering & Emerging Technology,

Vol. 03, No. 04, August, 2024, Page: 42-57

2.7  Phishing

Phishing is a cyberattack technique where attackers pose
as legitimate entities to deceive individuals into
divulging sensitive information, such as usernames,
passwords, and financial details (Basit et al., 2020).
Common phishing tactics include fraudulent emails that
appear to be from reputable sources, SMS messages
(also known as smishing), and phone calls (vishing) that
trick recipients into revealing personal information or
downloading malicious software (Smirnova & Holt,
2017). These attacks often exploit the trust users place
in familiar brands and the urgency conveyed in the
messages, such as threats of account suspension or
enticing offers. By leveraging these deceptive practices,
attackers can bypass technical defenses and gain
unauthorized access to personal and organizational data.
Phishing attacks exploit various psychological
principles, such as authority, urgency, and fear, to
manipulate victims into responding without proper
scrutiny. For instance, an email claiming to be from a
bank may urge immediate action to prevent account
suspension, creating a sense of urgency that overrides
the recipient's caution (Humayun, Niazi, Jhanjhi, et al.,
2020). Statistical data highlights the prevalence and
impact of phishing, with Verizon's 2022 Data Breach
Investigations Report indicating that phishing was
involved in 36% of breaches, making it one of the most
common attack vectors (Mughaid et al., 2022). Case
studies like the 2016 phishing attack on the Democratic
National Committee (DNC) showcase the severe
consequences of successful phishing attempts, where
attackers gained access to sensitive emails, significantly
impacting the political landscape (Basit et al., 2020).
Preventing and detecting phishing attempts require a
multifaceted approach, including advanced email
filtering, multi-factor authentication, and regular system
updates (Humayun, Niazi, Jhanjhi, et al., 2020).
However, user education and awareness are paramount.
Training programs that teach employees to recognize
phishing signs, verify suspicious communications, and
report potential attacks can significantly reduce the risk
of falling victim to these schemes (Aslan et al., 2023).
Continuous reinforcement of these practices helps
cultivate a security-conscious culture, empowering
users to act as the first line of defense against phishing.

2.8 Trust Relationships

Trust relationships in cybersecurity refer to the
established connections and interactions between
systems, networks, or organizations that rely on mutual
authentication and authorization. These relationships
are built on the assumption that both parties involved are
trustworthy and secure, allowing for seamless access
and data exchange (Bohacik et al., 2017). However,
attackers often exploit these trust relationships to gain
unauthorized access by compromising one trusted entity
and using that access to infiltrate other connected
systems. For example, attackers may breach a third-
party vendor with weaker security measures and then
leverage that access to penetrate a larger, more secure
organization. This method is particularly effective
because the compromised entity is already trusted
within the network, making it easier for the attacker to
move laterally and escalate privileges without
immediate detection (Egele et al., 2013).

The impact of compromised trust relationships on
cybersecurity can be severe, leading to widespread data
breaches, financial losses, and reputational damage. A
notable example is the 2013 Target breach, where
attackers exploited the trust relationship between Target
and its HVAC vendor. By gaining access through the
vendor’s compromised credentials, the attackers were
able to infiltrate Target’s network and steal the credit
card information of over 40 million customers (Ruan et
al., 2016). Another significant case is the SolarWinds
attack in 2020, where attackers inserted malicious code
into the Orion software updates, which were then
distributed to thousands of SolarWinds’ customers,
including government agencies and large corporations
(Bohacik et al., 2017). These breaches underscore the
importance of securing trust relationships to prevent
attackers from exploiting them as a backdoor into more
secure environments. Strategies for securing trust
relationships include implementing stringent access
controls, conducting regular security audits, and using
advanced threat detection technologies to monitor for
unusual activities (Motoyama et al., 2011). Policies and
protocols play a crucial role in maintaining secure trust
relationships by defining the standards for establishing
and managing these connections, ensuring that all
parties adhere to best practices for cybersecurity (Egele
et al., 2013). Regular training and awareness programs
for employees and third-party partners further enhance
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the security of trust relationships by fostering a culture
of vigilance and accountability.

2.9 Comparative Analysis of Vulnerabilities

A comparative analysis of cybersecurity vulnerabilities
reveals substantial variations in their prevalence and
impact, emphasizing the need to address technical and
human factors. Phishing and compromised credentials
are particularly widespread, with the Verizon 2022 Data
Breach Investigations Report indicating that phishing is
involved in 36% of breaches, underscoring its
significant impact (da Silva & Schaeffer-Filho, 2019;
Motoyama et al., 2011). These vulnerabilities are often
exacerbated by human factors, such as inadequate
password practices and low-security awareness, making
individuals more susceptible to social engineering
tactics (Aslan et al., 2021). Conversely, technical
vulnerabilities like poor encryption and
misconfigurations typically result from insufficient
implementation of security protocols and lack of
oversight. Factors contributing to these vulnerabilities
include the absence of comprehensive security policies,
inadequate training, and the inherent complexity of
managing modern IT environments (Onaolapo et al.,
2016). High-profile breaches, such as the Equifax
incident caused by poor encryption practices and the
Target breach involving compromised vendor
credentials, illustrate the critical interplay between
technical flaws and human errors in facilitating
cyberattacks (Mughaid et al., 2022).

Insights from statistical data and case studies highlight
the importance of a holistic cybersecurity approach that
addresses technical and human elements. Advanced
threat detection technologies and robust security
protocols are crucial for mitigating technical
vulnerabilities, while comprehensive training programs
and awareness initiatives are essential for reducing
human-related risks (Valeriano & Maness, 2018). The
interplay between these factors suggests that
cybersecurity strategies must evolve to integrate
technical defenses with human-centric approaches. For
instance, multi-factor authentication (MFA) and strong
encryption can enhance security, but their effectiveness
is significantly reduced if users fall victim to phishing
attacks (Aslan et al., 2021). Therefore, fostering a
security-conscious  culture  through  continuous
education and implementing best practices for
technology and user behavior is imperative. This dual
focus enhances the overall security posture and

empowers individuals to recognize and respond
appropriately to potential threats, reducing the
likelihood of successful cyberattacks.

3 METHOD

This study uses the PRISMA (Preferred Reporting Items
for Systematic Reviews and Meta-Analyses)
methodology to systematically review and analyze
cybersecurity vulnerabilities. The PRISMA framework
ensures a rigorous and transparent approach to
identifying, selecting, and critically appraising relevant
research articles.

The first step involved identifying studies through a
comprehensive literature search conducted across
multiple databases, including IEEE Xplore, PubMed,
Scopus, and Google Scholar. The search terms used
were  "cybersecurity  vulnerabilities,”  "phishing,"
"ransomware," "compromised credentials,” "malicious
insiders," "poor encryption," "misconfigurations," and
"trust relationships." This search was limited to articles
published between 2010 and 2023 to capture the most
relevant and up-to-date research. Initially, a total of 850
articles were identified.

Following the identification of studies, the next step was
the screening process. After removing duplicate articles,
680 unique articles remained. Titles and abstracts of
these articles were screened for relevance, focusing on
studies that addressed cybersecurity vulnerabilities and
provided empirical data or comprehensive reviews on
the topic. This initial screening resulted in 300 articles
being deemed potentially relevant and selected for
further review.

The eligibility assessment involved thoroughly
examining the full texts of the 300 articles based on
predefined inclusion and exclusion criteria. The
inclusion criteria were studies that empirically
investigated cybersecurity vulnerabilities, provided
comprehensive  reviews or meta-analyses on
cybersecurity vulnerabilities, and were published in
peer-reviewed journals or conference proceedings.
Articles that did not focus on the specified
vulnerabilities or lacked methodological rigor and
empirical data were excluded. This process resulted in
150 articles being included in the final analysis. By
following the PRISMA methodology, this study
systematically reviews and synthesizes the current
literature on cybersecurity vulnerabilities, providing a
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Figure 2: PRISMA Guidelines followed in this study
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comprehensive overview of the state of research and
identifying areas for future investigation. (Figure 2).

4  FINDINGS

The systematic review of the literature on cybersecurity
vulnerabilities revealed several significant findings
across different types of vulnerabilities. The analysis
included 150 articles, offering a comprehensive view of
the current landscape of cybersecurity threats. Firstly,
phishing and compromised credentials emerged as the
most prevalent vulnerabilities. Of the 150 articles, 54
discussed phishing attacks and their significant role in
security breaches. These attacks, which exploit human
psychology to deceive individuals into revealing
sensitive information, remain a widespread threat.
Compromised credentials, often resulting from weak
password practices and successful phishing attempts,
were highlighted in 48 articles. These findings
emphasize the critical need for robust security measures
and user education to mitigate these common threats.

Technical vulnerabilities, such as poor encryption and
misconfigurations, pose substantial risks. The review
identified 32 articles focused on poor encryption
practices, including outdated algorithms and improper
key management, which leave sensitive data vulnerable.

Misconfigurations, particularly in cloud environments,
were discussed in 29 articles, leading to numerous data
breaches. These technical vulnerabilities highlight the
importance of implementing and maintaining robust
security configurations and encryption protocols.
Malicious insiders, individuals within an organization
who misuse their access to harm the organization,
represent another critical area of concern. Twenty-seven
articles explored the impact of insider threats, which can
lead to significant financial losses, data breaches, and
reputational damage. These cases underscore the need
for robust access controls, continuous monitoring, and
employee education to detect and mitigate insider
threats effectively.

Ransomware attacks have evolved in sophistication,
often involving double extortion tactics where attackers
encrypt data and threaten to leak it unless a ransom is
paid. This trend was discussed in 38 articles, illustrating

the significant impact on organizations, causing
operational  disruptions, financial losses, and
reputational damage. The findings highlight the

importance of comprehensive cybersecurity strategies,
including robust backup solutions, incident response
plans, and continuous monitoring to detect and mitigate
ransomware threats.

JIEET Page 50



[@her |
Copyright © The Author(s)

Global Mainstream Journal of Innovation, Engineering & Emerging Technology

Doi: 10.62304/jieet.v3i4.193

Figure 3: Number of Articles Discussing Different Cybersecurity Vunlerability
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Trust relationships within and between organizations
also present substantial cybersecurity risks when
exploited by attackers. Twenty-five articles examined
how compromised trust relationships can lead to
unauthorized access to connected systems. These
findings underscore the importance of securing trust
relationships through stringent access controls, regular
security audits, and advanced threat detection
technologies. In summary, the findings from this
PRISMA-based study highlight the diverse range of
cybersecurity vulnerabilities that organizations face.
Phishing, compromised credentials, poor encryption,
misconfigurations, malicious insiders, ransomware, and
exploited trust relationships pose significant data
security risks. Addressing these vulnerabilities requires
a holistic approach that combines technical defenses
with user education, robust security policies, and
continuous monitoring. By implementing
comprehensive cybersecurity strategies, organizations
can better protect their sensitive information and
mitigate the impact of potential cyber threats.

5 DISCUSSION

The systematic review conducted in this study provides
a comprehensive overview of the most significant
cybersecurity vulnerabilities, underscoring the critical
need for addressing both technical and human factors.

This discussion compares our findings with those from
earlier studies to highlight new insights and persistent
challenges in cybersecurity. Phishing and compromised
credentials emerged as the most prevalent
vulnerabilities, which aligns with previous research that
consistently identifies these issues as significant threats.
However, our study reveals an increasing sophistication
in phishing tactics, particularly in the context of remote
work, which has expanded the attack surface. This
finding suggests that while the fundamental nature of
phishing remains unchanged, the strategies employed by
attackers have evolved, necessitating continuous
adaptation of defense mechanisms.

Technical vulnerabilities such as poor encryption and
misconfigurations continue to pose significant risks, as
highlighted in our study. Previous research has similarly
emphasized these issues, but our findings indicate a
growing awareness and response to these threats
(Blackley et al., 2004; da Silva & Schaeffer-Filho, 2019;
Kruithof et al., 2016). The increase in focus on
encryption and configuration management suggests that
organizations are recognizing the critical importance of
these areas (Jiang et al., 2024; Park et al., 2023).
However, despite this increased attention, breaches like
those experienced by Equifax and Capital One
demonstrate that gaps in implementation and oversight
still exist. This ongoing challenge highlights the need
for not only advanced technical solutions but also
rigorous enforcement of security protocols and
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continuous monitoring to ensure compliance (Tsampazi
etal., 2023).

Malicious insiders remain a formidable threat to
organizational security. Our study reaffirms earlier
findings about the significant impact of such
vulnerabilities. Compared to previous studies, our
review emphasizes the importance of comprehensive
employee education and robust access controls as
primary mitigation strategies (Park et al., 2023; Waseem
et al., 2023; Yeh et al., 2024). The case studies of the
Snowden leaks and the Anthem breach serve as stark
reminders of the potential damage that insiders can
inflict. These incidents underline the necessity for a
multi-layered  security approach that includes
preventative measures and responsive strategies to
detect and promptly address insider threats.
Ransomware attacks have evolved significantly,
reflecting a broader trend of increasing complexity and
impact of cyberattacks. While earlier studies have
documented the rise of ransomware, our findings
highlight a shift towards more sophisticated tactics, such
as double extortion (Kasuluru et al., 2023; Lipps et al.,
2023; Porambage et al., 2023). This evolution illustrates
the widespread and devastating effects of these attacks.
The cases of WannaCry and the recent rise in
ransomware incidents during the COVID-19 pandemic
underscore the importance of robust backup solutions,
comprehensive incident response plans, and continuous
monitoring to mitigate the risks associated with
ransomware.

Finally, the exploitation of trust relationships between
organizations presents a significant and often
underappreciated risk (Nwakanma et al., 2023;
Wiebusch et al., 2023; Yeh et al., 2024). Our review
expands on earlier research by providing detailed
examples of how these relationships can be
compromised. The Target and SolarWinds breaches are
prime examples of the catastrophic consequences that
can result from exploited trust relationships. These
findings highlight the need for stringent access controls,
regular security audits, and advanced threat detection
technologies to secure these critical relationships.
Compared to previous studies, our review underscores
the evolving nature of these threats and the necessity for
dynamic and proactive security measures (Boutiba et al.,
2023; Kasuluru et al., 2023; Lipps et al., 2023). In
summary, the comparative analysis with earlier studies
underscores that while many  cybersecurity
vulnerabilities remain consistent over time, the tactics

and strategies employed by attackers are continually
evolving. This dynamic landscape requires a holistic and
adaptive approach to cybersecurity, integrating
advanced technical defenses with comprehensive user
education and robust policy enforcement. By
understanding and addressing the technical and human
factors, organizations can better protect themselves
against the multifaceted threats they face in the digital
age.

6 CONCLUSION

In conclusion, this systematic review has illuminated the
multifaceted nature of cybersecurity vulnerabilities,
highlighting both persistent challenges and evolving
threats. Phishing and compromised credentials remain
highly prevalent, necessitating robust user education
and advanced authentication measures. Technical
vulnerabilities such as poor encryption and
misconfigurations pose significant risks, underscoring
the need for rigorous security protocols and continuous
monitoring. The threat from malicious insiders requires
a comprehensive approach involving stringent access
controls and employee training. The growing
sophistication of ransomware attacks, including tactics
like double extortion, calls for robust backup solutions
and incident response strategies. Furthermore,
exploiting trust relationships between organizations
reveals the critical importance of securing these
connections through regular audits and advanced threat
detection. Overall, this review underscores the necessity
of an integrated approach that combines technical
defenses with human-centric strategies to enhance
cybersecurity resilience. By adopting a holistic and
proactive stance, organizations can better safeguard
their assets against an ever-evolving landscape of cyber
threats.
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